Current cybersecurity threat: top threats, major trends, threat
actors and attack techniques

Short description

In 2023, the cybersecurity landscape witnessed a significant increase in both the variety and quantity of cyberattacks

and their consequences. The ongoing war of aggression against Ukraine continued to influence the landscape.

Maria Papaphilippou, Cybersecurity Officer at the European Union Agency for Cybersecurity (ENISA), will comment for

us the ENISA Threat Landscape report for the health sector: she will explain the current state of cybersecurity mainly

within the European Union (EU). She will provide insights into the reality of the health sector’s trends in terms of

cybersecurity threats, threat actors’ activities, as well as vulnerabilities and cybersecurity incidents.

She will also go through the prime threats, actors, impact and trends based on the analysis of cyber attacks targeting

health organisations over a period of more than 2 years.

The European Union Agency for Cybersecurity (ENISA) contributes to EU cyber policy, enhances the trustworthiness of

ICT products, services and processes with cybersecurity certification schemes, cooperates with Member States and

EU bodies, and helps Europe prepare for the cyber challenges of tomorrow.

Defined goals

Give an overview of the ENISA Threat Landscape (ETL) report for the health sector:

. Identify the prime threats, major trends observed with respect to threats with a focus on the healthcare sector,
threat actors and attack techniques, as well as impact and motivation analysis

. Identify relevant mitigation measures

. Give an overview of ENISA trainings and exercises in the areas of cybersecurity and crisis management

Contact details for more information

. General Website: https://www.enisa.europa.eu/

. General contact details: https://www.enisa.europa.eu/about-enisa/contact/info

Contact person

. Maria Papaphilippou : Maria.Papaphilippou@enisa.europa.eu
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Speaker

Maria Papaphilippou Maria Papaphilippou is a Cybersecurity Officer * x

at ENISA, the EU Agency for Cybersecurity. * x

Within ENISA’s policy development and implementation unit, * *

she is leading the activities relating to the health sector. * enlsa

In the past, she held positions within the financial sector, which * % UNloEl\L!JRAEEml}l(

included information security and information systems audit. * x FOR CYBERSECURITY




